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Security SAFEGUARDS by Mode of Operation

SAFEGUARD

Dedicated

System
High

Compartmented

Multilevel *

v Access Control and Labels

{andatory Access Control
. kS

. Ao ntabiiity

_{ 5/1dentification & Authentication
Identification of User Terminal

afl'rusted Path

s}Mx

AN
e’

/ .
- Operational Assurance

9)System Architecture
System Integrity
1. Trusted Facility Management
12. Trusted Recovery

Life Cycle Assurance
3. Security Testing
4)Design Specification &
Verification
15. Configuration Management
16. Trusted Distribution

Documentation
17. System Security Statement/Plan
18. Security Features User’s Guide
19. Trusted Facility Manual
20. Test Documentation
21. Design Documentation

Environmental Protection
'22. Communications Security
(COMSECQ)
23. Physical Security
24. TEMPEST
25. Personnel Security

Administrative
26. Annual Accreditation
27. Dial-up Lines
28. Protection of Software
29. Access Authentication
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Note: “A” means applicable to the identified modes of operation.
. * Although the requirements for the compartmented and multilevel modes of operation are essentially the same, there
" are some additional procedures required for the latter. The most significant difference is that the DCI is the accreditation
authority for systems and networks operating in the multilevel mode. (UNCLASSIFIED) '
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Table 1
Security SAFEGUARDS by Mode of Operation
SAFEGUARD Dedicated System Compartmented Multilevel *
High
4 A Control and Labels
Discretionary Access Control A A A A
Object Reuse ‘ — — A A
. abels A A A A
andatory Access Caatrol A A A A
- Accoyntability
_(3)1dentification & Autkeztication A A A A
.. 6. Identification of User Terminal — A A A
rusted Path — A A A
(8 Audit — A A A
/
: jonal Assurance
Ov%ystcm Architecture - A A A
System Integrity —_ A A A
. 11. Trusted Facility Manczgement - A A A
12. Trusted Recovery —_ — A A
Life Cycle Assurance
13. Security Testing — A A A
@ Design Specification & — — A A
Verification
Configuration Management -— A A A
16) Trusted Distribution . - A A A
Documentation
17. System Security Statezaent/Plan A A A
18. Security Features User's Guide A A A A
19. Trusted Facility Mangal — A A A
20. Test Documentation — A A A
21. Design Documentatio= — — A A
Environmental Protection
'22. Communications Security A A A A
(COMSECQ) .
" 23. Physical Security A A A A
24. TEMPEST A A A A
25. Personnel Security A A A A
Administrative
26. Annual Accreditation A A A A
27. Dial-up Lines A A A A
28. Protection of Software A A A A
29. Access Authentication A A A A

Note: “A” means applicabie to the identified modes of operation.

* Although the requirements for the compartmented and multilevel modes of operation are ssennally the same, there
are some additional procedures required for the latter. The most significant difference is that the DCI is the accreditation

authority for systems and networks operating in the multilevel mode. (UNCLASSIFIED)
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Table 1 ~
Security SAFEGUARDS by Mode of Operation
SAFEGUARD Dedicated System Compartmented Multilevel *
Hllh\
—
Access Control and Labels
Discretionary Access Control A A A A
Object Reuse — — . A A
abels A A A A g7
4. Mandatory Access Control A A A A 7' 0
+ A ntability
dentification & Authentication A A - A A
Identification of User Terminal — A A A
Trusted Path — A A A
. 8. Audit - — A A A
ional Assurance
ystem Architecture . — A A A
ystem Integrity ' — A A A
1. Trusted Facility Management , — A A A
12. Trusted Recovery — — A A
Life Cyg¢le Assurance
" 13. Security Testing ’ - A A A
Design Specification & — — A A
Verification
Configuration Management — A A A
16. Trusted -Distribution — A A A
Documentation
17. System Security Statement/Plan A A A A
. 18. Security Features User’s Guide A A A A
19. Trusted Facility Manual — A A A
20. Test Documentation —_ A A A
"21. Design Documentation p— — A A
Environmental Protection
22. Communications Security A A A A
(COMSEC) . » .
23. Physical Security A A A A
24. TEMPEST A A A A
25. Personnel Security A A A A
Administrative :
26. Annual Accreditation A A A A
27. Dial-up Lines A A A A
28. Protection of Software A A A A
29 Access Authentication A A A A

Note: “A” means applicable to the identified modes of operation.

* Although the requirements for the compartmented and multilevel modes of operation are essentially the same, there
‘are some additional procedures required for the latter. The most significant difference is that the DCI is the accreditation
authority for systems and networks operating in the multiievel mode. (UNCLASSIFIED)
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Table 1

Security SAFEGUARDS by Mode of Operation

! SAFEGUARD Dedicated System Compartmented Multilevel *
High )
v Access Control and Labels v .
T, Discretionary Access Control A A A A 4
{ 3)0bject Reuse — — A A 5’27 fe
['3)Labels A A A A g
Mandatory Access Control A A A A
» Accountability
5. Identification & Authentication A A A A
. 6. Identification of User Terminal — A A A
( 7Trusted Path — A A A
: [ 8 )Audit _ — A A A
:; ional Assurance
' H ystem Architecture — A A A
o ystem Integrity —_ A A A
rusted Facility Management — A A A
| 12. Trusted Recovery — — A A
! Life Cycle Assurance .
‘ . Security Testing —_ A A
: Design Specification & — — A A
Verification :
i Configuration Management - A A A
o 16. Trusted Distribution — A A A
w b .
Documentation
17. System Security Statement/Plan A A A A
. 18. Security Features User’s Guide A A A A
; . 19. Trusted Facility Manual — A A A
! ) 20. Test Documentation — A A A
: 21. Design Documentation — — A A
Environmental Protection
22. Communications Security A A A A
(COMSEC) - _
23. Physical Security A A A A
24. TEMPEST A A A A
25. Personnel Security A A A A
Administrative
26. Annual Accreditation A A A A
27. Dial-up Lines A A A A
. Protection of Software A A A A
. 29 JAccess Authentication A A A A

Note: “A” means applicable to the identified modes of operation.
_ * Although the requirements for the compartmented and multilevel modes of operation are essentially the same, there
are some additional procedures required for the latter. The most significant difference is that the DCI is the accreditation
authority for systems and networks operating in the multilevel mode. (UNCLASSIFIED)
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Table 1 -
Security SAFEGUARDS by Mode of Operation
SAFEGUARD Dedicated System Compartmented Mckhilevel *
High
4 Access Control and Labels
.1. Discretionary Access Control A A A A
2) Object Reuse — —_— A A
Labels A A A A
_ 4 Mandatory Access Control A A A A
; + Accountability )
i 5. Identification & Authentication A A A A
: . 6. Identification of User Terminal — A A A
(D Trusted Path — A A A
- 8. Audit —_ A A A
7 .
- Opegational Assurance :
@?stcm Architecture — A A A
ystem Integrity —_— A A A
. 11. Trusted Facility Managcment — A A A
12. Trusted Recovery — — A A
Life Cycle Assurance ’ ) oL
13. Security Testing — A A
ign Specification & — — A A
Verification
15. Configuration Management 1 _— A A A
16. Trusted Distribution — A A A
Documentation
17. System Security Statement/Plan A A A A
18. Security Features User's Guide A A A A
19. Trusted Facility Manual s — A A A
20. Test Documentation — A A A
21. Design Documentation — — A A
Environmental Protection
22. Communications Security A A A A
(COMSEC)
23. Physical Security A A A
24. TEMPEST A A A A
'25. Personnel Security A A A A
Administrative
26. Annual Accreditation A A A A
27. Dial-up Lines ' A A A A
28. Protection of Software A A A A
29. Access Authentication A A A A

Note: “A” means applicable to the identified modes of operation.

* Although the requirements for the compartmented and multilevel modes of operation are essentially the same, there
are some additional procedures required for the latter. The most significant difference is that the DCl is :.’nz accreditation
authority for systems and networks operating in the multilevel mode (UNCLASSIFIED)
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Table 1

Security SAFEGUARDS by Mode of Operation
Dedicated

SAFEGUARD System Compartmented Multilevel *

High

,Amss Control and Labels
. 1. Discretionary Access Control

_O_bl Reuse
U 3)Labels
( 4) Mandatory Access Control

» Accountability
dentification & Authentication

‘ . dentification of User Terminal
A rusted Path

. Audit

, .

: tional Assurance
ystem Architecture
ystem Integrity -

. 11. Trusted Facility Management
‘12. Trusted Recovery

Life Cycle Assurance
13. Security Testing
Design Specification &
‘ Verification
15. Configuration Management
16. Trusted Distribution

Documentation
17. System Security Statcmem /Plan
18. Security Features User’s Guide
19. Trusted Facility Manual
20. Test Documentation
21. Design Documentation

Eavironmental Protection
22. Communications Security
(COMSEC)
23. Physical Security
24. TEMPEST
25. Personnel Security

Administrative
26. Annual Accreditation
27. Dial-up Lines
28. Protection of Software
29. Access Authentication
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Note: “A” means applicable to the identified modes of operation.

* Although the requirements for the compartmented and multilevel modes of operation are essentially the same, there
are some additional procedures required for the latter. The most significant difference is that the DCI is the accreditation

authority for systems and networks operating in the multilevel mode. (UNCLASSIFIED)
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Table 1

Security SAFEGUARDS by Mode of Operation

SAFEGUARD Dedicated System Compartmented

Mu]tilevel .

High
A Control and Labels .
%iscretionary Access Control

bject Reuse

3. Labels ’
0 andatory Access Control

. Accountability
Identification & Authentication
dentification of User Terminal
7. Xrusted Path —
- 8. Audit —_

>>» | »
>»» | »
>>»» >

| »
>»> >
>>» >

-/Opc ational Assurance
ystem Architecture —
System Integrity —

. T1. Trusted Facility Mz=agement —
Trusted Recovery —_

| > » >
>> > >

Li cle Assurance
urity Testing —

esign Specificatior & — C—
Verification . '

15. Configuration Mznzgement —_
(1_6)' rusted Distributioz : —

>

>> >

x>

Documentation
17. System Security Szzzement/Plan
18. Security Features User's Guide
rusted Facility Mezual
0. Test Documentatioz _ —_
21. Design Documentzon : —_

| »
| »»>»>
>>>>>

Environmental Protectioz
22. Communications Security
(COMSEC)
23. Physical Security
24. TEMPEST
25. Personnel Security

>r»> >
b2 2 B
b 2 B

Administrative
26. Annual Accreditason -
27. Dial-up Lines
28. Protection of Softwzre
29. Access Authenticztion
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Note: “A” means applizzble to the identified modes of operation.

authority for systems and nerworks operating in the multilevel mode. (UNCLASSIFIED)
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